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ommunity resilience” describes the capacity to withstand and bounce back from

an adverse event or perturbation. The term is most often used in reference to the

ability of a community to recover from disruptions caused by terrorist attacks or
natural disasters. One of us (Stacy Elmer) was partly responsible for disaster recovery
in President Obama’s White House, and among the responsibilities of this role was the
development of national-level policies on resilience, in the context of cybersecurity,
natural disasters, and bioterrorism preparedness.’ Inevitably, our societies are sub-
ject to a variety of significant threats, and it is prudent to assume that we will simply
be unable to prevent all disruptions. Thus, cultivating and supporting resilience has
become a high priority for responsible leaders. Government, industry, and charitable
organizations have increasingly focused programming and funding aimed at commu-
nity resilience. However, as we learn more about the kinds of disruptions and threats
faced by the United States, it becomes clear that the concept of resilience itself needs to

be carefully rethought.

In this paper we review some of the
reasons for refocusing on social determi-
nants of resilience rather than on physical
infrastructure. Much of the resilience of
our societies is due to cultural and nor-
mative factors that have generally es-
caped attention in research on resilience.

! Stacy Elmer served as Director for Incident
Management in The Obama White House,
National Security Staff where she managed the
National Exercise Program portfolio, including
the development and coordination of senior-
level disaster response exercises. She led the
Interagency Policy Sub-Committee on Exercises
and Evaluation, contributed to the development of
national-level policies on resilience, cybersecurity,
and bioterrorism preparedness and provided
incident management for the President during
disaster response.

2 While studies show that there is no evidence
of a common definition of community
resilience, nine core elements that are common
to the idea of resilience have been identified:
local knowledge, community networks and
relationships, communication, health, governance
and leadership, resources, economic investment,
preparedness, and mental outlook.
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Most obvious perhaps is the role of social
institutions in community resilience. We
also argue that traditional approaches to
the ontology of critical social institutions
miss the role of social norms in the con-
stitution and maintenance of institutions.
The resilience of institutions, we argue,
is dependent on associated social norms.
Once we see the role of social norms in
institutions, we can recognize that those
norms pose a potential vulnerability that
can become an attack surface for adver-
saries. The paper closes by considering
some of the ways that our adversaries can
undermine adherence to social norms
and some of the ways that such attacks
might be studied empirically.

What is resilience?

Let’s begin with the basics: Given the
notorious vagueness of the concept of
resilience, an initial reaction might be to
say that it is not the kind of concept that
really has any significant empirical con-



tent. While many of the standard defini-

tions are subject to criticism, we can offer

a rough list of characteristics that capture

the important features associated with re-

silience without attempting a philosoph-
ically rigorous definition in terms of nec-
essary and sufficient conditions.

A system can be said to be resilient if
it:

e is prepared for intervention or per-
turbation.

e maintains its identity and bounces
back after attack.

e adapts in ways that are guided by its
identity in a timeframe that is appro-
priate to its identity.

e learns from past perturbation or in-
tervention.

To say that some community is re-
silient or that one community proved
more resilient than another has some
significance insofar as it seems to mark
something about the properties of cities,
communities, or institutions that is re-
sponsive to empirical reality. We seem to
correctly recognize that some features of
social reality have the capacity to endure
in ways that others don’t. In other words,
in spite of metaphysical or ontological
scruples, our capacity to rank some sys-
tems as more resilient than others in vir-
tue of evidence from both ordinary expe-
rience and scientific inquiry is sufficient
to ground further investigation.

It’s also the case that we can misjudge
the resilience of some social systems. The
fact that we can be surprised by or prov-
en wrong about the resilience of a system
counts as some evidence that resilience
should be understood realistically. It's
often remarked that the resilience of the
Soviet system in the 1980s was overesti-
mated and that the resilience of the glob-
al financial system was underestimated
in the period following the 2008 financial
crisis. Our judgments of the resilience of
social systems can be corrected by the
course of history, but our intuitive sense
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that there is something or some cluster of
things that makes some systems resilient
and others fragile seems reasonably clear
and certainly sufficient to warrant further
investigation.

While much of our research focusses
on highly theoretical aspects of the phi-
losophy of social science, we recognize
that policy making operates at a different
timescale than philosophy. Policy makers
do not have the luxury of waiting until
fundamental questions in social ontology
are settled.’ Instead, they are tasked with
making practical and often urgent deci-
sions concerning the resilience of critical
social systems. To date, on our view, pol-
icy making around resilient communities
and institutions has largely focused in the
wrong place. Our theoretical work aims
to correct this error by refocusing debates
around community resilience on genu-
inely social aspects of communities and
institutions rather than on either physical
infrastructure or individual psychology.

From Physical Infrastructure to
Social Infrastructure

Historically, discussions of resilience
have tended to focus on the underlying
physical infrastructure (roads, power
grids, water sources, etc.) supporting the
basic functioning of a community. Net-
work measures and features have been
a primary means of measuring resilience
in, for example, computer and telecom-
munications networks (Modarresi and
Symons, 2021; 2020a; 2020b). While there
is a vital role for these approaches, espe-
cially in the study of engineered systems,
we have argued that the bottom-up ap-
proach to resilience is inadequate (Pipa
and Symons, 2019). Bridges, roads, and
power grids are built and maintained by
complex social institutions.* If those so-

* Elsewhere, one of us has argued in detail as to
why scientific inquiry into emergent properties
like the resilience of social systems need not wait
for the metaphysical status of non-fundamental
properties to be established (Symons, 2018).

* Thanks to Bert Westbrook for pressing us on this
point.



cial institutions fail to perform their role,
physical infrastructure quickly disinte-
grates. Thus, there is a top-down role for
social infrastructure in relation to phys-
ical infrastructure. In fact, an intact and
resilient society can generally rebuild
physical infrastructure or successfully
adapt to its loss. By contrast, a society in
which critical institutions have failed and
is thereby unable to solve problems col-
lectively will be unable to maintain com-
plex physical infrastructure.

Over the past 10 years it has become
clear that the focus on the physical basis
of resilience must change (Patel et al.,
2017). On the one hand, researchers in-
creasingly recognize the importance of
cultural factors and social relationships
in the resilience of communities. On the
other hand, the use of social media in ma-
licious interventions by adversaries of the
United States has forced attention to the
vulnerability of social institutions and
social norms. This new attention has wid-
ened our understanding of the factors
affecting the resilience of communities.
Cyberattacks on institutions involved in
banking, healthcare, and commerce have
likewise drawn attention to the role of
the non-physical, social relations and in-
stitutions that play a critical role in com-
munity resilience.” Attacks on Google
(2009), RSA (2011), JP Morgan, (2014),
the Ukrainian power grid (2015), etc., all
leveraged social engineering hacks either
via phishing/spear-phishing emails, by
telephone (voice phishing), or by gain-
ing physical access through the use of a
deceptive pretext or via physical media.
Understandably, given the prominence of
these hacks, security science has focused
attention on the vulnerability of individ-
uals. However, our work aims to encour-
age anew focus on the distinctively social
aspects of the social attack surface, rather

® Even in cases where our focus involves modeling
physical infrastructure around, for example, food,
energy and water, social and economic factors are
increasingly recognized as directly relevant. See,
for example, Modarresi & Symons (2021).
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than on interventions targeting individu-
al beliefs or attitudes.

For the remainder of the paper, we
will sketch some of the core issues around
community resilience in the context of
traditional theories concerning the nature
of institutions. These debates are interdis-
ciplinary in nature, involving history, po-
litical science, sociology, economics, and
anthropology, and within philosophy
these debates cut across subdisciplines
such as social ontology, political philos-
ophy, and game theory. While we cannot
survey all aspects of the debate, we argue
that one of the most prominent contem-
porary views of institutions in economics
and philosophy, the rules and equilibria
approach, fails to account for the resil-
ience of social institutions. Currently,
there is no good explanation of why and
how some institutions are more or less
resilient. We argue that examining insti-
tutional failure provides a useful way to
understand what makes a social system
resilient, and offers a way to explain how
resilience can be cultivated within our
communities.

Understanding what kinds of things
count as real and what criteria we use to
decide such questions falls to a branch of
philosophy known as ontology.® Our work
assumes a stance towards basic questions
in social ontology that we do not defend
in detail in this paper. However, our on-
tological commitments are guided by a
commonsense attitude towards our policy
responsibilities. Practical decisions con-
cerning, for example, defensive measures
in the social attack surface would be im-
possible if we took the view, for example,
that there is “no such thing as society.”
The denial of the role of the social in in-
terstate conflict would be a grave mistake
even if we do not have a well-grounded
theory of the ontology of social phenome-
na ready to hand.

¢ In analytic philosophy, ontology has taken a
variety of forms in the 20" and 21* centuries. For
an overview see Symons (2010).



The study of the ontology of social
things, for example, money, nations, com-
munities, institutions, etc., is the domain
of a subdiscipline known as social ontolo-
gy. Social ontology explains the structure
of social reality by exploring how social
entities exist and relate to other things
in the world. Institutions comprise a key
focus of social ontology. Social ontology
studies the function that institutions play
in society and the reasons for their exis-
tence. Our view is that explanations of re-
silience in social systems raise questions
about the nature of institutions to which
social ontology must respond. Our ap-
proach is broadly consonant with the po-
sition defended by Brian Epstein (2015).
We argue in particular that social ontol-
ogy, especially when it attempts to tack-
le social properties like resilience should
not take an individualist methodological
strategy.

Rules vs. Equilibria

Early investigations into the nature
of the firm in the 1960s by Ronald Coase
helped to frame later debates concern-
ing the ontology of institutions. Coase
suggested that firms function to lower
transaction costs that would otherwise
be incurred in forming contracts among
individuals (1990, p. 3-13). He noted the
role of institutions like firms in economic
processes, but other economists sought to
give an account of the nature of the firm
itself rather than its role in the broader
economic system. For example, Douglass
North argued for a rules-based concep-
tion of institutions in which rules serve to
structure political, economic, and social
interactions in society; institutions are
the codification of these rules that shape
human behavior in the “game of society”
(1991, p. 97-112). According to North,
institutions function to improve the wel-
fare of society by enabling human beings
to achieve their goals. The trouble with
North’s account for our purposes is that it
does not explain why some rules are fol-
lowed while others are not. While rules
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are clearly constitutive of institutions in
some important respects, some account
of the relationship between human deci-
sion-making and rules is required.

Game theoretic approaches to insti-
tutions attempt to respond to concerns of
this kind. Most prominently, David Lew-
is’ equilibria account of institutions ap-
plies game theoretic principles to explain
why human beings follow the rules that
comprise institutions. Lewis describes
institutions as behavioral patterns that
human beings settle into within a soci-
ety and suggests these patterns can be
explained as solutions to coordinated
games with multiple equilibria (2008, p.
21). Actions that are in equilibrium will
be repeated in the course of many actions
because they are stable, while choices
that reflect non-cooperative equilibria are
unstable and thus unlikely to be repeated
(Lewis, 2008, p. 42).

We share a version of Avner Grief’s
criticism of Lewis” account. If institu-
tions are simply equilibria in a coordina-
tion game as Lewis suggests, then rules
would not be necessary for establishing
institutions (Grief, 2006, p. 12). Grief
points out that rules play a vital role in
shaping behavior so as to reach the equi-
libria that form institutions by acting as
strategies that ought to be followed. Rules
are statements of what ought to be done;
they specify what behaviors are expect-
ed, which in turn creates regularities in
behavior that people recognize and use
to condition their own behavior (Grief,
2006, p. 15). This “rules-in-equilibrium”
approach recognizes that there are incen-
tives for people to follow the rules that
are established by an institution and is
an attempt to ground the relationship
between human agency and institution-
al structures from an individualistic per-
spective (Grief, 2006, p. 211).

What is missing in these analyses is
the role of social norms in relation to in-
stitutional rules. In practice, social norms
determine whether people in fact follow



institutional rules. For example, laws
against corruption in bureaucratic life
exist in most countries. Whether such
rules are followed is a matter of the social
norms that operate in those societies and
these vary widely.

John Searle’s “constitutive rules” ac-
count is another prominent approach to
the ontology of institutions that in some
respects is closer to our view. Howev-
er, as we shall see, Searle’s account also
misses the essential role of social norms
in institutions. For Searle, institutions
are systems of constitutive rules. Consti-
tutive rules are those that take the form
“X counts as Y in C” where X is a brute
fact, Y is an institutional fact, and C is the
context in which the institutional fact is
accepted (Searle and Willis, 1995, p. 44).
Brute facts are those for which no expla-
nation is possible.” Institutional facts are
those that exist only in the context of hu-
man institutions. Institutional facts exist
only because human beings believe them
to exist, communicate them, and act in
accordance to these beliefs. For this rea-
son, language is critical to institutional
facts. According to Searle, institutions
exist only because people believe them to
exist.

On Searle’s account, in order for insti-
tutional facts to exist there must be a sys-
tem of constitutive rules that govern their
existence. A constitutive rule differs from
a regulative rule (one that follows the
form “do X” or “if Y, do X”) in that regu-
lative rules regulate preexisting forms of
behavior or activities that exist indepen-
dent of the rule (e.g., imperatives); these
activities or behaviors are logically inde-
pendent of the rules. Constitutive rules
constitute the activities or behaviors that
they regulate; these activities or behav-
iors logically depend on the rules. Thus,
constitutive rules constitute new forms
of activities or behaviors; they create in-

7 See Symons (2019) for a discussion of the
relationship between brute facts, scientific
explanation, and ontology.
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stitutional facts (Searle, 2018, p. 51-54).
A constitutive rule for money might go
something like “these pieces of paper”
(X) count as “money” (Y) in the United
States (C).

Institutions can be understood as sys-
tems of constitutive rules, or the rules
that a person must follow (or follow at
least a large subset of) to be considered
to be participating in the activity. In the
case of money, the constitutive rules are
the rules that comprise the recognized
system for exchange within a society.
For an institution to exist this system of
constitutive rules must continually be
recognized and accepted by a sufficient
number of people within a society. This
recognition creates what Searle calls a
“status function.” A status function is the
power that human beings collectively at-
tribute to certain things. Searle thinks of
these as “deontic powers” such as rights,
duties, obligations, requirements, and
entitlements (2010, p. 224).

For an institution to exist it must
have a status function, and for a status
function to exist there must be a status
function declaration, which is a verbal
declaration that communicates a social
practice that is recognized and accepted
by persons within a society. Assigning
a status function to a brute fact signifies
the acceptance of that institution (Searle
1995, p. 34). Searle further differentiates
between kinds of rules. A status rule de-
fines the meaning of a status given to a
thing, while a base rule spells out the
conditions a thing must have to achieve
that status. The status rule for money is
that money is a means of exchange, while
the base rule is money must be a piece of
paper printed in a specific way by a spe-
cific entity.

According to Searle a status function
can be represented as a constitutive rule
(a rule of the form “X counts as Y in C”).
The “counts as” component of the for-
mula is where the status function does
the critical work, as the function cannot



be achieved by the brute fact (X) alone.
In addition, for an institutional fact to ex-
ist, collective recognition and acceptance
is critical only for the function associated
with the brute fact. For the pieces of paper
to count as money people have to recog-
nize and accept the function: these pieces
of paper function as a means of exchange.
It is not necessary for people to recognize
that a function has been attributed to a
physical substance (e.g., these pieces of
paper had no economic value until they
were assigned as valuable means of ex-
change) only that these pieces of paper
(money) are a means of exchange.

According to Searle once a status
function acquires collective acceptance
and becomes a general policy it gains a
normative status and becomes a constitu-
tive rule (1995, p. 48). It is normative be-
cause people acknowledge that there are
behaviors that align (thus also behaviors
that do not align) with the rule; in other
words, there are established ways to both
follow and not follow the rule. Searle’s
reliance on individual belief in his social
ontology of institutions has encouraged
a focus on an individualist and epistemi-
cally focused understanding of influence
campaigns against critical social infra-
structure. Our perspective emphasizes
the role of social rather than individual
epistemic factors in norm adherence. It is
common for people with exotic beliefs to
act in ways that are in adherence to so-
cial norms and are not disruptive to the
institutions with which they interact. By
contrast, when norms erode, even agents
with Searle-style beliefs about the insti-
tution and its rules will act in ways that
undermine the institution. Thus, we can
see the limitations of an account of insti-
tutional resilience that relies on epistemic
states of individual agents. One’s beliefs
concerning the existence of a constitutive
rule are distinguishable from the like-
lihood that one will adhere to the rule.
This is where social norms play a central
role in bringing institutions to life.
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To this point, variations on two main
approaches to the ontology of institu-
tions have been explored: the rules-based
approach and the equilibrium approach.
The rules-based approach positions insti-
tutions as behavioral rules that guide and
constrain behavior during social inter-
action, while the equilibrium approach
treats institutions as equilibria of strategic
games. Francesco Guala’s theory of insti-
tutions falls somewhere between Grief’s
rules-in-equilibrium approach and Sear-
le’s constitutive rules approach and is
designed to show that Searle’s constitu-
tive rules approach can be encompassed
within the rules-in-equilibria approach
(Hendriks and Guala, 2015).

Guala accepts that institutions guide,
and in some circumstances mandate,
people’s behavior, which he believes also
aligns with our intuitive understanding
of institutions (2016). However, he con-
tends that the rules approach does not
provide an account of why some rules are
followed while others are not. From the
equilibrium approach he endorses the
idea that successful institutions are com-
prised of rules that people are motivated
or are incentivized to follow (Guala, 2016,
p.- 10). Incentives can be represented by
strategic games, specifically coordinated
games with multiple equilibria. In these
games, each equilibrium represents a
solution to a problem of coordination
where the beliefs and behaviors of people
are mutually consistent. This latter point
is important — not all equilibria are insti-
tutions. If an equilibrium can be reached
without any player correlating their strat-
egy with the strategy of any other player,
then it fails to be an institution.

Institutions require human interac-
tion, and as such require correlation de-
vices. Not all real-world circumstances
mirror coordination games with symmet-
ric equilibria. In games with asymmetric
equilibria where one of the players must
accept to a lower payoff, there has to be
some way of coordinating the actions of



the players. A correlation device serves
this purpose by acting as a signaling
mechanism. A traffic light (green means
go, red means stop) is an example of a
correlation device. Although all players
may wish to pass through the intersec-
tion first, they recognize that the best
move for everyone is to abide by which-
ever light they happen to arrive to (red
or green). In this way correlation devices
lead to correlated equilibria.

However, not all correlated equilibria
are institutions. For example, non-human
animals use correlation devices to signal
certain behaviors in certain circumstanc-
es. A male seal protects his harem by
barking loudly in the water. If another
male seal approaches the rookery and
hears this barking it will retreat. If it
doesn’t hear this barking it will proceed.
This is an example of non-human ani-
mals using a correlation device to solve
a coordination game. However, this cor-
related equilibrium requires that the seal
use one strategy, coordinated through a
specific signal that dictates a specific be-
havior. The stimulus (sound of barking)
is coupled with the behavior (retreat-
ing). For human beings the social world
is filled with a multitude of signals and
correlation devices that can be decoupled
by creating representations.

Representations enable people to
draw on a multitude of equilibrium strat-
egies in symbolic form to determine the
best course of action and to create new
equilibria. Rules are simply symbol-
ic representations of the strategies that
ought to be followed in a game (Guala,
2015). Rules serve to coordinate behavior
by stipulating behavioral patterns that
can be expected of everyone. Rules rep-
resent equilibria (in some cases multiple
rules together represent correlated equi-
libria where each rule is a strategy and
the equilibrium are the set of strategies/
rules). While the rules are general and ac-
cepted by all players, each rule/strategy
will be followed by a particular player
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depending on the specific circumstances
in which they find themselves.

To this point we have explored the
idea that institutions function to pro-
vide solutions to coordination games and
drive actions of people towards these
solutions through institutional rules. In-
stitutional rules create the rights and obli-
gations that dictate how people should or
must act in specific circumstances, and in
this respect have deontic powers. Unlike
Searle, Guala does not think a joint com-
mitment to follow the rules is required
for effective institutions because the main
role of institutions is to drive solutions to
coordination problems. Thus, all people
need is concordant expectations about
one another’s behavior, which are built
from both public signals and social inter-
action.

Guala also modifies Searle’s account
of a constitutive rule. Recall that accord-
ing to Searle constitutive rules comprise
institutions by governing human behav-
iors in societies. Constitutive rules are
normative when they are collectively rec-
ognized, and they correspond to rights
and obligations that dictate actions that
people can/must perform in certain situa-
tions. Such rules are effective only if there
are incentives that motivate people to fol-
low them.

Searle’s account of constitutive rules
takes the form:

X counts as Y in C

Where X represents a brute fact, Y
represents an institutional fact, and C is
the context in which the institutional rule
is accepted.

Guala revises this statement in the
form:

If Cthen Xis Y, and if Y then Z

He does this by translating “X counts
as Y” to “X is collectively accepted as Y”
and interpreting “is collectively accepted
as” to “is,” resulting in the translation of
“counts as” to “is” (Guala, 2016):

counts as <> is collectively accepted as
counts as <> is collectively accepted



as <> is
counts as <> is

In the money example, certain piec-
es of paper count as money, thus certain
pieces of paper are collectively accepted
as money, thus certain pieces of paper are
money.
certain pieces of paper count as money <>

certain pieces of paper are collectively
accepted as money <>

certain pieces of paper are money

This approach undermines Searle’s
concept of a status function. Recall that
a status function is assigned when there
is collective acceptance of the purpose
of a certain thing (such as money hav-
ing the status function of being a means
of exchange). Guala eliminates the role
of the status function by distinguishing
between a status rule and a base rule. Sta-
tus rules focus on defining what it means
to possess that status (e.g., if the status
is money, the status rule is money is a
means of exchange). They are the rules
that define the behaviors that come with
that status, including the rights and ob-
ligations. A base rule defines the condi-
tions of acceptance, or what is needed, to
possess that status (e.g., pieces of paper or
discs of metal printed by the U.S. mint);
they are concerned with the ontological
basis of the status (Hindricks and Gua-
la, 2015). Thus the base rule is “certain
pieces of paper are money in the United
States”; which applies today in the U.S.
because money in the United States is
certain pieces of paper that collectively
are accepted as a means of exchange.

Guala takes the “counts as” compo-
nent of Searle’s constitutive rule and re-
lates it to what is needed to possess the
status (base rules). If “X counts as Y” and
“counts as is equivalent to the conditions
of acceptance, then X are the conditions
of acceptance for Y, where Y is the con-
tent of the status function (aka a status
rule). Then these two pieces comprise the
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following constitutive rule:
If Cthen Xis Y, and if Y then Z

Where “if Y then Z” is a status rules
that enumerates the actions that are made
available to people.

Searle claims that this process of
transforming constitutive rules into reg-
ulative rules enables the introduction of
institutional terms, such as money, prop-
erty, or marriage, which (when they have
collective acceptance) contain a wealth of
information about the presuppositions
for the conditions of the terms. These
terms provide an efficient explanation
of the sets of strategies that presuppose
institutions. In this sense institutions are
symbolic representations of equilibria
that are denoted by the term (e.g., money,
property, marriage) used to describe the
institution. Thus, constitutive rules are
linguistic transformations of regulative
rules, which rely on a new term being in-
troduced that is used to name the institu-
tion (Hindricks and Guala, 2015, p. 473).
Hindricks and Guala claim that this trans-
formation shows that the rules-in-equi-
librium approach and the constitutive
rules approach are consistent.

Furthermore, Guala claims that this
unified account aligns the concepts of
multiple realizability and multiple equi-
libria. Multiple realizability, or the idea
that multiple iterations of the same prop-
erty, in this case base rules, can occur in
different contexts (e.g., pesos, dollars,
and gold nuggets are all collectively ac-
cepted as money in different contexts) or
that in one context there may be a base
rule that describes characteristics that
satisfies more than one X-term (e.g., coins
and pieces of paper are both money in
the United States), which is consistent
with multiple equilibria in game theory.
Thus institutions are defined by the types
of strategic problems they solve, and the
types of strategic problems are identi-
tied by their function (e.g., institution of
money: gold nuggets are money because
they fulfill some of the classic functions



of money). While Guala’s theory of in-
stitutions provides useful explanatory
power for understanding the functional
role of institutions, it does not provide an
account robust enough to explain or pre-
dict why some institutions are resilient in
some contexts but fail in others.

Wilodek Rabinowicz objects to Gua-
la’s general rules-in-equilibrium account
on the grounds that it (1) excludes moral-
ity and other non-instrumental forms of
action that do not seem to be in equilib-
rium and (2) does not account for critical
components of institutions, such as the
physical properties that comprise them
(Rabinowicz, 2018). Rabinowicz distin-
guishes rules that one is motivated to fol-
low from rules that one ought to follow,
noting that the former is generally less
stringent than the latter, which comprise
the requirements of morality. Since Gua-
la claims that institutions are systems of
rules in equilibrium, Rabinowicz notes
that systems of moral rules are not always
in equilibrium and therefore systems of
moral rules do not constitute institutions.

For Guala, morality is not a partic-
ular kind of institution. Moral rules are
normative elements of institutions. Since
individuals’ decisions to adhere or not
adhere to norms often results in rewards
or punishments, on this view moral rules
motivate behaviors by signaling how in-
dividuals ought to act. In this way norms
make human actions more predictable
and promote cooperation in circumstanc-
es where behaviors would otherwise
have been motivated by self-interest.
Since institutional rules facilitate coor-
dination in situations where human be-
havior is unpredictable, and norms make
behaviors more predictable, Guala infers
that norms are institutional rules that fa-
cilitate coordination.

As described, norms are not limit-
ed to a particular set of contexts, but in-
stead present in all institutions. Framed
as changes in the way incentives are
structured, norms do not pose problems
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for the rules-in-equilibrium framework
as Rabinowicz suggests. Instead, norms
shift the equilibria of games. A set of ac-
tions that is in equilibrium of a game with
only self-interested payoffs may be out of
equilibrium when norms are considered
as a part of the rules; actions that result
in self-interested payoffs are not always
considered moral ways of acting.
Rabinowicz also objects to Guala’s
theory on the grounds that Guala defines
institutions too narrowly by limiting their
scope to the systems of rules that govern
them. He argues that Guala makes a pars
pro toto mistake by taking one aspect of
institutions (rules) as representative of
the whole, leaving out the material com-
ponents (buildings, people, etc.) that also
comprise systems of institutions. Guala
responds that physical properties are still
a part of institutions but are secondary to
the rules. The rules are the elements of an
institution that are essential to compris-
ing its function. Physical materials may
exist without a system of rules, but with-
out rules material objects do not serve the
functions that comprise institutions. For
example, the institution of money sets
the rules for when a person can exchange
certain pieces of paper for goods. While
the people, pieces of paper, and goods ex-
changed are necessary components to the
functioning of the institution of money,
these physical elements are of secondary
importance to the rules that determine
how people are able to exchange these
pieces of paper for goods. Money func-
tions as a means of exchange. There must
be some material object (pieces of paper,
round pieces of metal, gold nuggets, etc.)
to participate in the exchange but the spe-
cific object is irrelevant (Guala, 2018).
According to Guala, the physical ob-
jects, such as pieces of paper in the case
of money, serve as correlation devices
helping coordinate the actions of the peo-
ple making the exchange. When under-
stood this way, the rules-in-equilibrium
approach acknowledges material compo-



nents as necessary but not sufficient for
the establishment of institutions. Wheth-
er the physical object for the institution of
money is a piece of paper or a gold nug-
get, the rules are of primary importance
because they define the function (a means
of exchange) of the object (piece of paper
or gold nugget). Guala’s theory of insti-
tutions rests on the idea that the primary
work of social ontology is to understand
the functioning of institutions in general,
not to explicate the ontology of institu-
tional objects. It also requires allowing
that abstract game theoretic models can
capture the functional essence of a partic-
ular institution by accepting the idea that
there can be a definite set of activities that
comprise an institution, such as money or
marriage (token/type distinction).

While Guala responds to Rabinowicz
criticism from morality by reference to
self-interest and payoffs in equilibrium
games, this strategy misses the role of
non-moral norms. Social norms around
corruption, for example, can be distin-
guished from the moral beliefs that peo-
ple in corrupt societies might have about
corruption. As Bichierri notes, social
norms around corruption will generally
trump the moral views of their partic-
ipants. I might know that it is morally
wrong to bribe the official, but I also ex-
pect that everyone does it and that no one
would criticize me too harshly for doing
it.

Another way to understand the role
of norms is to think about the kinds of
things that would bring down or destroy
an institution and work backwards from
there. Take the institution of academic
grading —the institution of grading is as-
signing marks that reflect the quality of
students” work. If faculty were paid dif-
ferent amounts based on the grades they
assigned (e.g., $1,000 for every A, $10 for
every C) the marks would no longer sig-
nal the academic value of the student’s
work. Instead grading would signal
wealth, rather than academic excellence,
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and would destroy the institution of
grading.

The fact that grading is a non-merce-
nary or a non-market service or transac-
tion is a constitutive feature of the institu-
tion of grading. This feature was not part
of the rules that established the institu-
tion, not because it couldn’t be written
into the rules of grading, but because it is
effectively unnecessary to write it in.

Some constitutive features of insti-
tutions can be distinguished from the
rules that are written to establish those
institutions. Knowing only the rules that
constitute an institution is not enough to
know what that institution is; there are
norms that are not written into the rules
that must also be understood. In the case
of grading, what grading is depends on
certain kinds of norms being in place that
cannot be found in the rules (e.g., grad-
ing is non-mercenary was not included in
the rules when the institution was estab-
lished). The rules that establish an insti-
tution are a different kind of thing than
the function or the norms that constitute
the institution.

It is also true that a single violation
of these norms does not destroy an insti-
tution. If one faculty member or even a
group of faculty members take bribes for
grades, the institution of grading will not
be destroyed. However, if enough fac-
ulty violate the norm and grading now
signals wealth instead of the quality of
a student’s work, then the institution of
grading is destroyed.

As another example, consider the
concept of friendship. You cannot pay
for friendship because doing so would
undermine the conditions for friendship.
Paying someone to be your friend does
not actually make them your friend, and
the monetary transaction undermines the
institution of friendship. This does not
mean that friendship does not have value
or that you could not put a price on friend-
ship, as you can sacrifice other goods for
the sake of friendship, but the relation-
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ship of friendship itself is not constituted
via market transactions. When examining
the positive rules or norms that charac-
terize the maintenance of friendship, the
notion that friends cannot be purchased
need not figure explicitly. In some sense
it goes without saying. However, this
constitutive feature of friendship reveals
itself upon examination of the things that
could destroy the relationship.

Both of these examples illustrate our
perspective that understanding the ways
that an institution can be destroyed pro-
vides meaningful insight into the foun-
dation of that institution beyond what
the consideration of rules or equilibria
alone can offer. If we want to build resil-
ience into institutions and/or systems of
institutions, then we must think about
more than just the rules and equilibria. In
thinking about institutions and non-mar-
ket values, for example, it clearly makes
no sense to reduce institutions to opti-
mization games or some collective emer-
gent calculation of coordinated interest.
Our ongoing research aims to under-
stand how interventions at the level of
social norms can undermine institutions.
Our assumption is the focusing on ways
that institutions can fail will helps us to
understand how they are constituted and
what makes them resilient.

Interventions Aimed at Disrupting
Social Infrastructure

In the foregoing discussion of theo-
retical work on the nature of institutions
we have emphasized the constitutive role
of norms. If we have correctly character-
ized the role of norms then we can begin
to ask a set of empirical questions con-
cerning the resilience of institutions. For
example, what would count as an attack
on the social infrastructure of the United
States? Consider the ongoing use of so-
cial media platforms by the intelligence
agencies of the Russian Federation. These
platforms are widely recognized to have
allowed low-cost, deniable, distributed,
highly networked, and asymmetric in-
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terventions on the social infrastructure
of the United States (NATO, 2020). While
there are effective methods of tracking
the means by which disinformation and
propaganda are cultivated by the Russian
defense establishment, we do not fully
understand whether and how Russia in-
tervenes against critical social infrastruc-
ture® If it is the case that our adversaries
target social institutions, evaluating and
measuring the effectiveness of those in-
terventions is a significant challenge.

At present, the nature and efficacy of
different attacks are typically understood
in individualist and epistemic terms fo-
cusing on measures of political dysfunc-
tion such as affective polarization and
increased instances of contentious pol-
itics. This approach has value, but lacks
the broader, system-level analysis of how
social relations and norms are harmed
and how those harms affect critical social
institutions. Typically, indicators for the
effects of social attacks are measures of
either polarization or the growth of po-
larized online communities that are im-
puted to be the result of social media in-
fluence campaigns. Given our view of the
role of social norms in social institutions
as discussed above, we regard traditional
focus on disinformation and misinforma-
tion as an excessively narrow approach to
measuring Russian interventions on the
social attack surface. Research into the
efficacy of defensive strategies to coun-
teract attacks on social infrastructure is in
its early stages (Courchesne, Inglehart, &

’ Our ongoing work focus-
8 The U.S. Government has a dedicated center
for countering foreign disinformation, the Global
Engagement Center (GEC) at the U.S. Department
of State. In a 2020 report entitled Pillars of Russia’s
Disinformation and Propaganda Ecosystem, the
GEC outlined the major components of Russian
disinformation ~campaigns. This document
provides an excellent overview of the official,
proxy, and unattributed communication channels
that Russia uses to create and amplify false
narratives.
° The Carnegie Endowment’s Partnership for
Countering  Influence  Operations  provides
analysis of studies done thus far and has identified



es specifically on social norms in order to
sketch strategic and practical capacities
to understand and defend against social
attacks.™

The extent to which Russian authori-
ties are intentionally targeting the social
and cultural resilience of their adversar-
ies is obviously unknown. Nevertheless,
figures from the Russian military es-
tablishment have explicitly and public-
ly connected cultural considerations to
their cyberwarfare efforts for over two
decades.! Moreover, Russian philoso-
phers and intellectuals, most notoriously
Alexander Dugin, have regularly framed
international relations in terms of com-
peting cultural and spiritual values with
varying degrees of strength and resil-
ience. The extent to which such expres-
sions can be understood as indicating
strategic military principles is highly de-
batable. Nevertheless, in December 1996
Chief of the Russian General Staff Gener-
al Viktor Nikolaevich Samsonov publicly
observed that:

The high effectiveness of information
warfare systems in combination with
highly accurate weapons and nonmili-
tary means of influence makes it possible
to disorganize the system of state admin-
istration, hit strategic installations, and
affect the mentality and moral spirit of
the population. In other words, the effect
of using these means is comparable with
the damage resulting from the effects of
weapons of mass destruction (Grovsdev,
2012).

These comments indicate that the
Russian military establishment has at
least considered the cyberwarfare role of

significant gaps in understanding and prescriptive
measures to combat influence efforts.

10 The Carnegie Endowment has usefully
gathered much of the existing research here:
https://carnegieendowment.org/specialprojects/
counteringinfluenceoperations#latestAnalysis.

"' The theory and practice of Russia’s diverse
approach to communication technology for
information warfare and influence operations is
well documented (see RAND, 2022).

KU MASC 2022 Research Retreat

normative and cultural interventions.'
Russia’s efforts to cultivate grievances
and amplify the forces of contentious
politics illustrates Russia’s use of cy-
ber-enabled information operations as
another domain, alongside air, land and
sea, to attack adversaries. Contemporary
studies have relied on individual-level
theories and conceptual frameworks to
understand these attacks. For example,
Edwards et al. (2017) represent the main-
stream view that the “social engineering
attack surface is the totality of an indi-
vidual or a staff’s vulnerability to trick-
ery. Social engineering attacks usually
take advantage of human psychology:
the desire for something free, the sus-
ceptibility to distraction, or the desire to
be liked or to be helpful.” Our approach
focuses on the social, rather than the in-
dividual. Instead of inferring social con-
sequences from psychological operations
at scale, we analyze efforts to undermine
norms critical to social infrastructure
(Mckay and Tenove, 2021). To this end,
we aim to test the hypothesis that Rus-
sian attacks aim broadly at the likelihood
of adherence to two particular kinds of
expectations in a relevant population.
These two kinds of expectation are theo-
rized by Christina Bicchieri to undergird
adherence to social norms (2016). These
are empirical expectations: The prediction
that people typically act in accordance
with the norm, and normative expectations:
The prediction that people in the relevant
community typically judge a norm vi-
olator to be blameworthy in some way.
Our interdisciplinary approach aims to
uncover the specific social mechanisms
targeted within such operations.

Our ongoing research begins with a

2 The Doctrine of Information Security of the Russian
Federation emphasizes “applying information

technologies for the preservation of cultural,

historical, spiritual and moral values of the multi-
ethnic people of the Russian Federation” (Russian

Ministry of Foreign Affairs, 2016) and “neutralizing
the information impact intended to erode Russia's
traditional moral and spiritual values” (2016).



bounded case to chart Russian efforts to
influence the “defund the police” dis-
cussions from 2019 to the present, in or-
der to determine whether those efforts
functioned as interventions in the social
norms of the United States. These norms
might include, for example, respect for
and trust in law enforcement, norms
around cooperation with police, reliance
on police, and expectations with respect
to interactions with police officers. We
use a combination of data drawn from
Twitter and content from newspapers to
explore the dynamics of these interven-
tions. Newspaper content data allows
us to document the changing nature of
public discourse concerning policing.
Twitter data allows us to identify both
sources of Russian influence and docu-
ment how and whether empirical and
normative expectations are influenced,
evidenced through content propagation,
engagement data (sharing, etc.), and the
formation of online communities around
expressed positions on norms.

While Russia’s efforts in social media
interventions have been mapped and de-
scribed by the Global Engagement Center
at the Department of State (GEC, 2020),
a comprehensive analysis of specifically
normative interventions is still ongoing.
The reason that we target normative in-
vestigations is because we assume (as ar-
gued above on theoretical grounds) that
social norms are at least partly constitu-
tive of institutions and that institutions
can be undermined by destabilizing so-
cial norms. While research has identified
disinformation as an increasingly partici-
patory and social act, emerging from social
networks exposed to influence efforts, it
is less clear how (and whether) adversar-
ies act to undermine social norms." This

13 For example, see the study of Russian

“participatory propaganda,” funded by the Office
of Naval Research, Kate Starbird, Ahmer Arif, and
Tom Wilson, “Disinformation as Collaborative
work: surfacing the participatory nature of
strategic information operations.” https://dl.acm.
org/doi/pdf/10.1145/3359229
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set of challenges has been identified by
the Department of Homeland Security as
a whole-of-society issue and we believe
that our efforts to measure and analyze
the social aspects of these interventions is
a step towards addressing this."*

Twitter now permits access to its
historical and real-time data archive.”
Together with collaborators April Ed-
wards, Deborah Pfaff, and Craig Hayden,
we use text mining applications on the
Twitter archive in relation to known in-
fluence campaigns on social media. The
data we hope to generate will allow us to
test our hypothesis concerning targeting
efforts directed towards normative ex-
pectations as described above. Among
the strategies that we use are text mining
of key phrases involving social knowl-
edge, i.e., “everybody knows,” “no one
thinks,” “[some social group] knows...”
and related terms.’® The computational
text analysis approach will be designed
to identify and capture “social and cul-
tural concepts.”” When found together
with relevant key words, hashtags, and
known Internet Research Agency ac-
counts, we count these as instances of a
social norm intervention. The diffusion
of these interventions (and the IRA-driv-
en amplifications via retweets, bots, etc.)
can be tracked through time, and the
main lines of transmission beyond Rus-
sian-controlled accounts can be observed.

In addition to tracing the dynamics

14 https://www.dhs.gov/sites/default/files/pub-
lications/ia/ia_combatting-targeted-disinforma-
tion-campaigns.pdf

5 https://developer.twitter.com/en/use-cases/do-

research

6 For background on the logic of social or collective
aspects of epistemic phenomena, see Rendsvig
and Symons (2021).

7" This methodology differs from traditional
sentiment analysis approaches and is necessary,
given the research objective. See Dong Nguyen,
Maria Liakata, Simon DeDeo, Jacob Eisenstein,
David Mimno, Rebekah Tromble, Jane Winters
“How We Do Things With Words: Analyzing Text
as Social and Cultural Data” Front. Artif. Intell.,
25 August 2020 Sec. Language and Computation.
https://doi.org/10.3389/frai.2020.00062
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of these interventions, we use newspaper
content to examine the extent to which
observed shifts in normative expecta-
tions are evidenced in subsequent media
framing within national U.S. news cover-
age. Our research has focused initially on
norms around trust in police in the Unit-
ed States from early 2020 to the present.
We make use of the existing corpus of
Black Lives Matter related tweets (Giorgi
et. al, 2021) in addition to tweets related
to “Defund the Police” discussions. The
initial goal will be to determine whether
Russian efforts are explained in terms of
the theoretical framework we have de-
scribed. This work is ongoing and we
hope to be able to report back to future
Merrill Seminars.

Conclusions

The United States is an open, diverse,
and liberal society and, as a result, has a
more limited range of defensive options
available for the defense of our social
institutions as compared with our auto-
cratic adversaries. At present, U.S. laws
prevent social media companies from
being held liable for content posted on
their platforms. Our research will in-
form options for both practical defensive
measures and regulations in response to
interventions that are targeted to harm
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